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Fighting cancer together

Dear Patient,

in Hamburg, more than 20,000 people with a new cancer
diagnosis are treated every year - and you are one of them.
For most people, being diagnosed with a tumour represents
a major turning point in their lives, changing everything
from one moment to the next. There is a great deal for you
to think about now. We wish you strength and all the best
for the challenges ahead.

The medical practices, hospitals or oncological care
facilities (e.g. hospice or palliative care) treating you are
legally obliged to report the data about your disease to
the Hamburg Cancer Registry and to inform you of this.
The obligation to report applies to both adult and minor
cancer patients. This data is important for researching

the disease pattern of cancer and thus for expanding
knowledge - for the benefit of all patients, their children
and their grandchildren. Medical advances in screening,
diagnostics, therapy and follow-up care have already
greatly improved the chances of surviving cancer in many
cases. But there are still unanswered questions. Only if
reliable information is available on the occurrence, treatment
and progression of all types of cancer can medical care in
Hamburg be adequately assessed and further improved.



This is where our work comes in. We collect the data
mentioned above, process it, and make it available to the
doctors treating you and to the scientific community.
When doing so, we always guarantee the protection of this
sensitive health information. Acquiring and sharing reliable
and independent knowledge about cancer is at the heart of
everything we do.

You can help us - your data makes an essential contribution
to improving oncological care!

Thank you for your trust in us,
The Hamburg Cancer Registry

Every report counts!
The usefulness of a cancer registry

depends on the completeness and the
qguality of the information collected. This
means that your data plays an important
role in cancer research and the fight against

cancer and enables reliable statements to be made on
the development, prevalence and treatment of cancer.


http://www.hamburg.de/krebsregister
http://www.hamburg.de/krebsregister
http://www.hamburg.de/krebsregister

Fighting cancer together
The oldest cancer registry in the world - more knowledge,
well-founded research, better care

About us - our mission

The Hamburg Cancer Registry recorded its first statistics
around 1926/27, which makes it the oldest population-
based cancer registry in the world. The epidemiological
registry, which initially only concerned people living in
Hamburg, provided information on the occurrence and
frequency of cancer, its prevalence by the sex, age and
place of residence of those affected, and their chances
of survival. This data is also important for assessing the
effectiveness of organised screening programmes.

Our role has expanded since 2014 to include comprehensive
clinical cancer registration. The aim is to collect and utilise
extensive information on therapies and disease courses from
all cancer patients treated in Hamburg. In this way, we can
present the quality of oncological treatment objectively and
spanning all medical disciplines. Comparable information on
disease and treatment pathways allows doctors to gain new
insights and further improve treatment.




Today, the Hamburg Cancer Registry is an integrated clinical
epidemiological cancer registry for those who live or receive
treatment in Hamburg. Our work is visible in many ways:
We regularly analyse case numbers, trends over time,
regional prevalence, therapies and other parameters for
specific types of tumours, and publish these figures as
interactive reports on our website. For the publication
‘Cancer in Germany', we - like all other state cancer
registries - provide anonymous data to the Centre for
Cancer Registry Data (Zentrum flir Krebsregisterdaten).
One of our central objectives is to make the data collected
in Hamburg available to scientific and research projects,
such as international studies on the survival of cancer
patients in Europe. We work actively with doctors treating
patients in Hamburg and enable them to hold data-based
discussions at quality conferences. We also provide special
analyses in the form of 'feedback reports' to the doctors
treating you in hospitals and medical practices.

And last but not least, we settle the costs
for operating the Cancer Registry and for
the doctors reporting fees with the
statutory health insurance funds -

this too requires data about the
insured parties.



https://interaktiverbericht.krebsregister-hamburg.de/#/general/intro
https://ijbbehandlungsort.krebsregister-hamburg.de/#/allg/intro/ 

Our legal basis

Nationwide laws

Every year, more than 500,000 people are diagnosed with
cancer in Germany. To ensure a targeted approach in the
fight against cancer, the Federal Ministry of Health
(Bundesministerium fur Gesundheit) partnered with the
German Cancer Society (Deutsche Krebsgesellschaft),
German Cancer Aid (Deutsche Krebshilfe) and the Association
of German Tumour Centres (Arbeitsgemeinschaft der
Deutschen Tumorzentren) launched the National Cancer
Plan (Nationaler Krebsplan) in 2008. Among other things,
this kick-started a nationwide improvement of cancer
registration. The Cancer Screening and Cancer Registries
Act (Krebsfriherkennungs- und -registergesetz, KFRG),
which came into force on 3 April 2013, in conjunction with
the new Section 65c 'Clinical Cancer Registries' in the Fifth
Book of the German Social Security Code (SGB V), created
the legal and financial framework for establishing and
operating comprehensive clinical cancer registries nationwide.
The Federal Cancer Registry Data Act (Bundeskrebsregister-
datengesetz, BKRG) of 2009 had already called on the
federal states to reliably collect and publish nationwide
data on cancer. At the same time, this Act established the
Centre for Cancer Registry Data at the Robert Koch Institute
(Zentrum fur Krebsregisterdaten am RKI). The Act was
amended by the Act on the Consolidation of Cancer
Registry Data (Gesetz zur Zusammenfihrung von
Krebsregisterdaten) of 18 August 2021 to include the
consolidation of clinical data on the disease course nationwide.



Hamburg state law

The legal basis for our work has been the Hamburg Cancer
Registry Act (Hamburgisches Krebsregistergesetz,
HmbKrebsRG), with its associated regulations and notices,
since 1985. This Act defines the mission and obligations of
the Hamburg Cancer Registry, as well as the data reporting
purposes in Hamburg and the scope, protection and use of
the reported data. With the amendment of the Hamburg
Cancer Registry Act on 1 July 2014, Hamburg became the
first federal state to begin comprehensive clinical cancer
registration in accordance with Section 65c of the Fifth
Book of the German Social Security Code (SGB V). The
current amended version of the Hamburg Cancer Registry
Act came into force on 30 December 2023. The main objectives
are to improve the quality and usability of the information
for research and patient care. New federal legal requirements
were also incorporated into the Act.

Legal basis for data processing

The Hamburg Cancer Registry processes

your personal data on the basis of Art. 9 (2) h), i) and j)
General Data Protection Regulation (GDPR)

in conjunction with the provisions of

the Hamburg Cancer Registry Act

(HmbKrebsRG).

Click her for the
—>HmbKrebsRG



https://www.landesrecht-hamburg.de/bsha/document/jlr-KrebsRegGHAV6P1/part/X

Information on data protection

Who to contact

@ Die Freie und Hansestadt Hamburg
Behorde fur Wissenschaft, Forschung,
Gleichstellung und Bezirke
Hamburgisches Krebsregister
Vertrauensbereich (Trust Centre)
SuderstraBe 30, 20097 Hamburg
Telephone: +49 40 42837-2211
E-mail: hamburgischeskrebsregister@bwfgb.hamburg.de

is responsible for ensuring that the handling of your personal
data for the purpose of clinical cancer registration always
complies with data protection regulations.

@ You can reach the Data Protection Officer of the
Behorde fur Wissenschaft, Forschung, Gleichstellung
und Bezirke at:

Telephone: +49 40 42863-2491
E-mail: datenschutz@bwfgb.hamburg.de




We protect your data

The Hamburg Cancer Registry must comply with strict
data protection regulations. The GDPR and the Hamburg
Data Protection Act (Hamburgisches Datenschutzgesetz,
HmbDSG) apply. The latter regulates in particular how
personal data is handled by authorities and other public
institutions. We know that health data is particularly
sensitive. This is why we take extensive technical and
organisational steps to ensure comprehensive protection
when your data is reported, processed and stored. The
Hamburg Commissioner for Data Protection and Freedom
of Information is involved in the elaboration and further
development of the data protection concept on which
these steps are based.

All information about you and your illness is stored on a
specially secured server that is not accessible to external
persons or organisations. The premises of the Hamburg
Cancer Registry are also protected from access by unauthorised
third parties by an alarm system. Only the Trust Centre of
the Cancer Registry, which is separated organisationally,
technically and in terms of staff, is authorised to directly
process personally identifiable plain text information (name,
date of birth, etc.). In all other areas of the Hamburg Cancer
Registry, information on your disease is allocated a reference
number (pseudonym), which does not allow you to be identified.
The access rights of all Hamburg Cancer Registry employees
to the data are restricted to what is necessary for them to
perform their duties. All analyses in the Registry are carried
out exclusively using pseudonymised or anonymous data.



How is your data protected?

@ All data processing carried out by the Hamburg
Cancer Registry is strictly confidential.

@ The technical, organisational and staff-related steps
taken to protect the data have been agreed with the
Hamburg Commissioner for Data Protection and
Freedom of Information. These steps are in line with
the current standard.

@ Any use of the data for analyses takes place in
accordance with strict legal requirements and - with
a few exceptions regulated in Section 9 Hamburg
Cancer Registry Act (HmbKrebsRG) - without
reference to a name (in pseudonymised form).

@ Data is anonymised as far as possible when

transmitted for research purposes.



https://dejure.org/gesetze/DSGVO 
https://dejure.org/gesetze/DSGVO 
https://datenschutz-hamburg.de/fileadmin/user_upload/HmbBfDI/Datenschutz/Gesetzte_Datenschutz/HmbDSG_neu.pdf
https://datenschutz-hamburg.de/fileadmin/user_upload/HmbBfDI/Datenschutz/Gesetzte_Datenschutz/HmbDSG_neu.pdf

What data is reported to us?

Personal information

Like all other state cancer registries, the Hamburg Cancer
Registry uses the German Oncological Data Standard
(bundeseinheitlicher onkogischer Basisdatensatz, oBDS) for
data reporting. With its many precisely defined characteristics
(variables), this enables standardised data collection and
comparable analysis in all federal states. The data set includes
information on the person reporting the data and the patient,
the tumour and its treatment, and the course of the disease.
The scope of a report depends on the data reporting purpose
and the type of report.

We collect the following information in the context of clinical
cancer registration:

Information about you: Medical information:
+ Name + Type, location and spread
« Address of the tumour
« Date of birth, date of « Date of diagnosis

death (if applicable) « Confirmation of diagnosis
+ Sex/Gender (e.g. microscopically)
+ Health insurance details « Type, starting date,

duration and outcome of
the therapy
e Course of the disease

Click her for the
->0BDS



https://www.basisdatensatz.de/
https://www.basisdatensatz.de/

From whom we receive personal data?

Reports on cancer patients

The medically managed or supervised oncological care
facilities in the Free and Hanseatic City of Hamburg that
are obliged to report transmit data on adult and minor
cancer patients receiving inpatient or outpatient care in
Hamburg for the data reporting purposes defined by law in
Section 2 Hamburg Cancer Registry Act (HmbKrebsRG).

Death certificates

The death certificates of all deceased persons in Hamburg
are temporarily made available to the Cancer Registry by
the Wandsbek district office in order for the Registry to
collect additional information on tumours and deaths.

Registration authority

As the registration authority responsible, Hamburg Service
transmits information on persons who have changed their
name, address or gender. This information is used to update
the patient data in the Cancer Registry to avoid incorrect
categorisations due to changes in personal data.

Data from cancer registries in other federal states

The regular exchange of data between the cancer registries
is absolutely essential to ensure that therapies and disease
courses are recorded in full for patients living and receiving
treatment in various cancer registry areas.







The information flow of your data in the Cancer Registry

Hamburg
Cancer Registry
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Facilities legally obliged <
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« Hospitals
« Medical p.ractices Trust Centre
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- . plain text data —
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(death certificates) ¢
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———>  Reports are shared between cancer registries

Information on the survival status is forwarded
7 to reporting facilities

Personally identifiable plain text data is transmitted
———>  to research institutions following individual approval
by head of authority

3 Transmission of personal billing data to statutory health
insurance funds

————>  Transmission of pseudonymised data to research institutions

Aggregated evaluations (e.g. database query, interactive
reports, feedback reports for clinicians)

Anonymised data is forwarded to authorised scientific
institutions (ZfKD/RKI, ENCR, IACR)



What are your rights?

You have the right of access to the data the Hamburg
Cancer Registry has stored about you at any time.
Please contact the following department:

Hamburgisches Krebsregister

Vertrauensbereich (Trust Centre)

Suderstralle 30, 20097 Hamburg

Telephone: +49 40 42837-2211

E-mail: hamburgischeskrebsregister@bwfgb.hamburg.de

Please be aware that in order to respond to your access
request, we must verify your identity so that your sensitive
health data does not fall into the wrong hands. For this
purpose, it may be necessary for you to provide additional
personal data, especially if we have only stored your health
data under a pseudonym, for example because you have
lodged an objection. However, this additional personal data
will be deleted immediately after we have dealt with your
enquiry.

Of course, you can lodge an objection to the processing of
your personal data by the Hamburg Cancer Registry. This
right allows you to restrict the scope of data processing:

For example, you can lodge an objection with the doctors

treating you to the passing on of information about your
cancer before your personal data is transmitted to the



Hamburg Cancer Registry: in this case, no report will be
submitted at all.

Furthermore, you have the right to object to the storage of
your personally identifiable plain text data in the course of the
submission of a report or after a report has been submitted.
Speak to us or your doctors about this. All you need to do
to lodge an objection is inform the doctors treating you or
send an informal letter to the Hamburg Cancer Registry.
In this case, only medical data relating to your cancer and a
pseudonym assigned to you will be stored. Your personal
data (surname, first name, address, health insurance details
and date of birth) is replaced by so-called control numbers
and will no longer be available in plain text. These control
numbers are automatically retrieved when new reports are
received so that the information reported regarding your
disease case can be correctly assigned and consolidated.
If personally identifiable data has been transmitted to third
parties, for example for research purposes, it will also be
deleted there.

In this way, your medical data can continue to be used for
analyses, but is not available for person-related use, for
example as part of specially approved research projects or
for providing individual information to the doctors treating
you. However, your data will still help in the fight against
cancer by increasing the knowledge pool.



Your right to object

+ You can lodge an objection with the doctors treating
you to the transmission of all data to and storage of all
data by the Hamburg Cancer Registry.

» You can lodge an objection only to the storage of personally
identifiable plain text data (surname, first name,
address, date of birth, health insurance number).

+ You can lodge your objection to the storage of personally
identifiable data at any time - even at a later date -
both with the doctors treating you and the Hamburg
Cancer Registry. Your objection is permanent.

In addition to the right to access and the right to object,
you are of course also entitled to the other rights of data
subjects in accordance with the European General Data
Protection Regulation (GDPR), in particular the right to
rectification (Art. 16 GDPR) and - under certain
conditions - the right to erasure (Art. 17 GDPR),

to restriction of processing (Art. 18 GDPR) and the
right to data portability (Art. 20 GDPR).



You also have the right to lodge a complaint with the
responsible data protection supervisory authority if you
believe that the Hamburg Cancer Registry is not handling
your personal data lawfully:

Der Hamburgische Beauftragte fiir
Datenschutz und Informationsfreiheit

Thomas Fuchs

Ludwig-Erhard-StraBe 22, 20459 Hamburg
Telephone: +49 40 428 54-4040
(Telefonischer HamburgService)

E-mail: mailbox@datenschutz.hamburg.de

All the aforementioned rights can also be exercised by a legal
representative in the case of persons incapable of giving
consent or minors.

For how long do we store your data?

In accordance with Section 13 Hamburg Cancer Registry
Act (HmbKrebsRG), personally identifiable plain text data
on patients must be deleted within 30 years of the patient’s
death, but no later than 120 years after the patient’s birth.
If you lodge an objection, we will delete this data immediately
after we receive your objection and replace the data with

a pseudonym that disguises your identity.



Who do we share your data with?

Your personal data is only shared with third parties if this is
permitted by law or if you have consented to the transmission
of your data, for example in surveys. The data may only be
processed by the data recipients for the legally defined or
requested purposes.

The potential recipients of your personal data are the following:

« Cancer registries of other federal states
« German Childhood Cancer Registry
« Recipients conducting scientific research projects
(universities, scientific institutes, other public institutions)
« Doctors and dentists from the facilities in Hamburg
that are obliged to report data
« Statutory health insurance funds

Your data is
in good hands
with us!
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